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1. TepmuHsbI 1 onpeEaCHUS

[lepconanbubie ganuasie (I1/IH) - mr06as nHbOpMaIMs, OTHOCAIIASICS K MPSMO
WJIM KOCBEHHO OIPEIETICHHOMY WJIM onpeAensieMoMy (hpru3nueckoMy Uiy (CyObeKTy
[11n).

Ornepartop - rocy1apCTBEHHBIN OpPraH, MyHULANIAIBHBIA OpraH, FOPUANIECKOE
Wik (PU3MYECKOE JIMIO, CAMOCTOSITENBbHO WIJIM COBMECTHO C JAPYTMMH JIHIAMHU
opranusyromuye u (Wiau) ocymecTBisione ob6padorky IIJIr, a Takxke
onpenenstonme mnenu oopadotkm I1/IH, coctaB IIJlH, momnexamux o0paboTKe,
neicTBud (onepanun), copepiiaembie ¢ [1J1H.

Oo6padotka [1/11 - mro6oe nericTBre (oneparus) Wik COBOKYITHOCTh JEHCTBUN
(omeparnuii), coBepIIaeMbIX C HMCIOJIb30BAHUEM CPEJCTB aBTOMATH3alUMU Ui 0e3
WCIIOJIB30BaHUs Takux cpeAcTB ¢ I1/lH, BkItouas cOop, 3ammch, CHCTEMATHU3AIIHIO,
HAKOTUICHWE, XpaHEeHWe, YTO4YHEeHHe (OOHOBIIEHWE, W3MEHEHHE), H3BICUYCHNUE,
UCIIOJIb30BaHUE, Iepenavyy  (pacnpocTpaHEeHHWE, MPEelOoCTaBICHUE,  JOCTYII),
obOe3nnurBanue, OJIOKUPOBaHKE, yaaleHue, yauuroxenue [1/1H.

ABtoMatuzupoBanHas oOpabotka I/l - oOpaborka IIJlH c mnomorrsio
CPEICTB BBIYMCIIUTEIBLHON TEXHUKH.

Pacnpoctpanenune II/IH - neicTBus, HampaBiieHHbIE Ha packpeitue I1/[H
HEOIIPEICIICHHOMY KpPYTy JIULI.

IIpenocraBnenue II/IH - npeictBus, HampaBieHHblE Ha packpsithe I[I/1H
OIIPEAECIICHHOMY JIMIY WX ONIPEACICHHOMY KPYTY JIHLI.

brnokupoBanue II/lH - BpemeHHoe mnpekpameHue oOpadbotku IIJIn (3a
WCKITIOUCHHUEM CITydaeB, eciiu o0paboTka HeoOxoauma it yrounenus [1)1H).

VYunuroxenne II/I[H - nelcTBus, B pe3ysbTare KOTOPBIX CTAHOBUTCS
HEBO3MOXHBIM BoccTaHOBUTH conaepxanue [1J]lu B UCII[In u (unu) B pesyinbTaTe
KOTOPBIX YHUUYTOXKAKOTCS MaTepuaibHble HocuTenu 11/1H.

O6eznuuuBanue [IJIn - nelicTBus, B pe3yjbTaTe KOTOPBIX CTAHOBUTCS
HEBO3MOXHBIM 0€3 HCMOJIb30BaHUS JOMOJHUTEIBHOM HWH(QOpMalUUU ONPEIEIUTh
npuHaiexkHocTh [1/1H korkpeTHOMY cyOBekTy [1/]H.

Tpancrpannunas mnepemadya I/l - mnepemaua IIJIH Ha Teppuropuro
WHOCTPAHHOI'O TOCYJIapCTBa OpraHy BJIACTH HWHOCTPAHHOTO TOCYJapcTBa,
WHOCTPAHHOMY (PU3HUECKOMY JIMILY WM HHOCTPAHHOMY FOPUINYECKOMY JIUILY.

2. HazHaueHue u mpaBoBasi OCHOBA JOKYMEHTA

[Tomutuka MBJIOY Ne 55 (manee mo texcty — llonmuTuka) ompenpenser
CUCTEMY B3IUIAJI0B Ha npobiemy obOecnieueHus 6e3onacHoctu I1J[H u npencrasiser
co0ol CUCTEeMaTU3UPOBAHHOE M3JIOKEHUE IIeJIeH W 3a7ad 3alllUThl, KaK OJHO WJIU
HECKOJBKO TIPaBWJ, MPOUEAYP, MNPAKTHUYECKHUX NPUEMOB H  PYKOBOISAIINX
OPUHIMIIOB B oOjmacth  WH(POpPMAIMOHHOW  OE30MacHOCTH,  KOTOPHIMHU
pykoBoactByercsi MBJIOY Ne 55 B cBoeil JeATEIBbHOCTH, a TAaKXKE€ OCHOBHBIX



MPUHITUIIOB TOCTPOCHUS, OPTraHU3AIlMOHHBIX, TEXHOJIOTHYECKUX U MPOIECAYPHBIX
acrneKkToB obecreueHus 0e30MacHOCTH HHGOPMAIIIH.
3akoHomaTepHON ocHOBOUM Hactosmed Ilomurnkm gBistrorcs KoHcTHTYINA

Poccuiickont ®enepanuu, ['pakaaHCKuM, YTOJOBHBIM KOAECKChI, DenepanbHbIii
3aKkoH OT 27.07.2006 Ne 152-@3 «O nepcoHaNbHBIX JaHHBIX», PenepanbHbIi 3aKOH
P® ot 27.07.2006 Ne 149-®3 «O6 unbpopmanuu, UHPOPMAIUOHHBIX TEXHOJIOTHUSIX
U 3amuTte MHGOPMAIMN, 3aKOHBI, YKa3bl, OCTAHOBIEHUS, APYrHe HOPMATHUBHBIE
JOKYMEHTBI ~ JIEMCTBYIOLIETO  3aKoHomarenbcTBa  Poccumiickoir — Denepanuu,
nokyMeHTsl PCTOK u @Cb Poccun.

Ucnonbs3oBanne nanHOM [lonuTHKM B KadyeCTBE OCHOBBI I MOCTPOCHUS
KOMILJIEKCHOM cucTeMbl nH(popMarimoHHoi 6ezonacHocty nHpopmanuu MBJIOY Ne
55 MO3BOJIUT ONTUMHU3UPOBATH 3aTPAThI HA €€ TOCTPOCHHUE.

[Ipu paszpaborke [loMUTHKKM yUHUTHIBAIUCH OCHOBHBIE MPUHIIUIBI CO3/IaHUS
KOMITJIEKCHBIX CHUCTEM oOecreueHrs 0€30MacHOCTH WH(OpMAINU, XapaKTePUCTUKU

M BO3MOXHOCTH OPraHU3allMOHHO-TEXHUYECKUX METOJOB M  COBPEMEHHBIX
aIrapaTHO-IPOrPaMMHBIX  CPEICTB  3allMTBl WU MPOTUBOJACUCTBUS  yIpoO3am
6e3omacHOCTU MH(DOpMAIUH.

OcHoBHble  mosokeHHs:  [lonmuTuku  0a3upyrOTCSs HAa  KAYECTBEHHOM
OCMBICJICHUH BOIMPOCOB 0€30MacCHOCTH MH(OpPMAlMd M HE 3aTParuBaioT BOIPOCOB
DKOHOMHYECKOTO  (KOJMYECTBEHHOT0) aHajiu3a pPHUCKOB ©W  00OCHOBaHUSA
HEOOXOMMBIX 3aTpaT Ha 3aIIUTy HH(POPMAIIHH.

3. OCHOBHBIMU 00BEKTaMU CUCTEMBI Oe3omacHocTy uHpopmaruu B MBJI0Y
Ne 55 aBistrorest:

— MH(POPMALIMOHHBIE PECYPChl C OTPAHMUYEHHBIM JIOCTYIIOM, COJEpIKallHe
[IlH m comyTcTByIONIyI0 WH(MOpPMAIMIO, HE COCTABJISIONIYI0 TOCYAApCTBEHHYIO
TaliHy, B TOM YHCJIE€ O POAUBIINXCS U 3aPETUCTPUPOBAHHBIX IO MECTY KUTEIbCTBA
oOy4Jaronuxcsi, a Tak’Ke CBEJIEHUs 000 BCeX ATanax 00yueHus JeTei;

— mpouecchl 00paboTku HHPoOpMAM B WH(OOPMAIMOHHBIX CHCTEMax
MBJIOY Ne 55 , undopmainmoHHbie TEXHOJIOTHH, PETIaMEHTHI U TIPOLIETyphI cOopa,
00paboTKH, XpaHeHUs | TMepefaud HWH(oOpMaIuu, MNepcoHan MOoiab30BaTeei
CHUCTEMBI U €€ 00CITY>KMBAIOIIIUIA [TePCOHAIT;

— uH(popManMoHHas UHPPACTPYKTYpPa, BKIIOYAIOIIAs CUCTEMBI 00pabOTKU U
aHanM3a MHPOpPMAIMM, TEXHUYECKHE U TPOrpaMMHBIE CpelcTBa ee o0paboTKH,
nepesaud M OTOOpaXeHHs, B TOM YHCIIe KaHajibl WH(POPMAIMOHHOTO OOMEHa H
TEJIEKOMMYHUKAIIMM, CUCTEMBI W CpEJCTBA 3alIuThl WH(MOpPMAIUU, OOBEKTH U
MOMEIICHHS, B KOTOPBIX PACIOJOKEHbI TEXHUYECKHUE CpelCcTBa 00pabOTKH
uHbOpMaIny.

4. VnTepeckl 3aTparuBacMbiX CyObeKTOB HH(POPMAIIMOHHBIX OTHOIIICHUN
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CyObekramu  MHGOPMALMOHHBIX  OTHOLIEHWH  mpu  obecredyeHuun
oe3onacnoctu unpopmanuu MBJIOY Ne 55 spinsttorest:

— MBJOY Ne 55, kak COOCTBEHHHMK HWH(OPMAIIMOHHBIX PECYpPCOB U
TEXHUYECKUX CPEACTB 00paboTka nH(MOpMALINY;

— CyOBeKThl TMEpCOHANBHBIX JAaHHBIX, B TOM YHCIE POIUBIIHECS U
3aperuCTpUPOBAHHBIE IO MECTY JKUTENbCTBA (00yUaroIuecs).

[lepeuriciienHble CyOBEKTHl MH(MOPMAIMOHHBIX OTHOLUIEHUH 3aMHTEPECOBAaHbI
B 00€CIIEYECHUH:

— CBOEBPEMEHHOTO JIOCTYIa K HEOOX0IMMOM MHGOPMAITHH (TOCTYITHOCTS);

— JIOCTOBEPHOCTH (MOJHOTHI, TOYHOCTH, AaJCKBATHOCTH, LIEIIOCTHOCTH)
uHdopmaIuy;

— KOH(UIEHIIMAIBHOCTH (COXpPAHEHHUS B TaliHE) MH(OPMAIINK;

— 3alATHl OT HAaBSI3bIBAHUS MM JIOKHOW (HEIOCTOBEPHOM, HMCKa)KEHHOM)
uHdopmaIuy;

— pasrpaHUYeHHUs] OTBETCTBEHHOCTH 3a HApyIICHUS UX MpaB (MHTEPECOB) U
YCTaHOBJICHHBIX MPaBUJI oOparieHus: ¢ nHhopMaluei;

— BO3MOXXHOCTU OCYILECTBJIICHHSI HEIPEPBIBHOIO KOHTPOJIS W YIIPABICHUSA
nporeccamMu 00padOTKU U Tiepeaadn nHOopMaIny;

— 3aIUThl HHQOPMALIMK OT HE3aKOHHOTO PaclpOCTPAHEHUS.

4.1. Ilenu 3amIMUThI

OCHOBHOI 11€JIbI0, Ha JOCTH)KEHHE KOTOPOW HaIpaBJIEHBbI BCE IMOJIOXKEHUS
Hactosmiedl [lomwTukm, sABIsAeTCAs  3amuUTa CyOBEKTOB  MH(MOPMAIMOHHBIX
otHomieHnit MBJIOY No 55 oT BO3MOXHOrO HAaHECEHUS UM MaTEPHAIBHOTO,
(u3nyecKkoro, MOpajbHOIO WM HHOrO yiepOa, MOCPEACTBOM CIIy4alHOTO WM
IpEeIHAMEPEHHOTO BO3JEHCTBUS Ha HWHGOPMALMI0, HX HOCUTENH, MPOLECCHI
00paboTKu U mepeaayn.

VYkazaHHas 1LeJib JIOCTUTAETCS MOCPEICTBOM OOECHEUYEeHHs] M MOCTOSHHOIO
NOJIIEpKaHUS CIEAYIOLUX CBOMCTB MH(POPMAIUU:

— JIOCTYITHOCTH JUIsL  JIETAJIbHBIX I10JIb30BaTENICH (yCTOWYHMBOTO
¢yHkuroHupoBanuss uHpopmanroHHbix cucteM MBJIOY Ne 55, mpu kotopom
MOJIb30BAaTEIM HMMEIOT BO3MOXKHOCTh TONYy4YEHHUST HEOOXOAuMOW HWH(pOpMalnud u
pe3yibTaTOB pEUICHUS 3a/1a4 33 IPUEMIIEMOE JUIsl HUX BpeMs);

— LEJOCTHOCTH M ayTeHTUYHOCTH (moATBepkaeHue astopcrsa) [I/IH,
XpaHUMBIX U 00pabaThiBaeMbIX B MH(popMannoHHbIX cuctemax MBJIOY Ne 55 u
Mepe1aBaeMoi o KaHajaaM CBSI3H;

— KOH(MIEHIMAIBHOCTH - COXpPaHEHWs] B TailHE ONPEICICHHON YacTu
uHdopMaImu, XpaHUMO, 00padaTbIBaeMOl U MepelaBaeMoi 10 KaHajaM CBS3H.



Heo6xoaumelii ypoBeHb JOCTYIMHOCTH, IETOCTHOCTH U KOH(PUICHIIMATIEHOCTH
uHpOopMaIu 00eCTIeYNBACTCSI COOTBETCTBYIOIIMMU MHOXECTBY 3HAYMMBIX YIPO3
METOJAMH U CPEJCTBAMHU.

4.2.  OcHOBHBIE 33J]a41 CUCTEMBI 00ecriedeHnst 6€30MacHOCTH HHPOPMAITIH

JIist MOCTHKEHUST OCHOBHOM II€JIM 3alllUThl M 00ECTeueHUs YKa3aHHBIX
CBOMCTB uMH(poOpMaluu cucrema obdecredeHuss MHPOPMALMOHHON 0e301macHOCTH
MBOY Ne 55 nomxkna obecrnieunBaTh 3G (PEKTUBHOE PEIICHUE CISAYIOMINX 3aa4:

— CBOEBPEMEHHOE BBISIBIICHUE, OLICHKA WM IPOTHO3UPOBAHHE HCTOYHHKOB
yrpo3 MHGOPMAalMOHHON 0€30IacHOCTH, NPUYMH U YCJIOBUN, CIIOCOOCTBYIOIIHMX
HAHECEHUIO yliepOa 3aMHTEPECOBAHHBIM CYObeKTaM HH(OPMAIMOHHBIX OTHOIICHUH,
HapYIIEHUI0 HOPMATBHOTO (DYHKITMOHUPOBAHUS HHPOPMAITMOHHBIX CUCTEM;

— CO3JaHME€ MEXaHM3Ma OIEpPAaTUBHOTO  pPEarupoBaHUsl Ha  yIPoO3bl
0e3omacHOCTU MH(OpPMAIIMK U HETaTUBHBIE TCHICHIINU;

— CO3/JaHHE€ YCJOBMH i1 MHHUMHU3ALMM M JIOKAJU3ALMK HAHOCHUMOIO
yimiepba HENPaBOMEPHBIMH JACHCTBUSAMH (PU3WYECKUX U IOPUAMYCCKUX JIHII,
oclia0JeHre HEraTUBHOTO BIMSHHUS W JIMKBUJAIMS IOCJIEACTBUN HapyIICHUS
6e3omacHOCTH HH(DOpPMAIUY;

— 3aIMTYy OT  BMEIIATENbCTBA B  IMpolecc  (PYHKIMOHUPOBAHHUS
WHOOPMAITMOHHBIX CHUCTEM TOCTOPOHHHUX JHUIl (AOCTYyHn K HWH(POPMAITMOHHBIM
pecypcaM IOJKHBI UMETh TOJIbKO 3apETUCTPUPOBAHHBIE B YCTAHOBICHHOM IMOPSIKE
M0JIb30BATEIN);

— pasrpaHuyeH”e  JocTyna  IOoJb30Bareled K  MH()OPMALUMOHHBIM,
anmapaTHbIM, MPOrpaMMHBIM M MHBIM pecypcam MBJIOY Ne 55 (BO3MOXHOCTB
JOCTyNa TOJIBKO K TEM PECypCcaM M BBIIIOJIHEHUS TOJBKO TE€X OINEpaluil C HUMHU,
KOTOpbIE HEOOXOAUMBbI KOHKPETHBIM IOJIb30BATEISIM [IJISl BBITIOJIHEHUS CBOUX
CITy’keOHBIX 00S3aHHOCTEH ), TO €CTh 3aIIUTY OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA;

— obecrieyeHne  ayTeHTU(UKAIMKM  TOJIb30BATENCH, YYACTBYIOIIMX B
uHQOpPMAITMOHHOM OOMEHe (TMOATBEPKIACHUE TMOIJIUHHOCTH OTIPABUTENS U
noJiy4aresis nuHopmaiun);

— 3aIIUTy OT HECAHKIIMOHUPOBAHHOW MOJM(PUKAINK HCIOIh3YEMBIX B
uHdopmarmonusix cucreMaxMBJIOY Ne 55 mporpaMMHBIX CpEACTB, a TaKkKe
3alIUTy CHUCTEMBI OT BHEAPEHUS HECAHKIIMOHHUPOBAHHBIX IPOrpaMM, BKIIOYAs
KOMITBIOTEPHBIC BUPYCHI;

— 3ammTy WHQOpPMAIUA OTPAHWUYEHHOTO TIOJIb30BAHUS OT YTEUKH IO
TEXHUYECKUM KaHaJlaM Ipu ee 00paboTKe, XpaHEHUH U Mepeaue 1Mo KaHajlaM CBS3H.

4.3. OCHOBHBIE YTH PEILICHUS 3a]1a4 CUCTEMbI 3aIIUTHI

[locTaBneHHbIE OCHOBHBIE LIEJIA 3aUIUTHI U PEIICHUE MEPEUHMCICHHBIX BBIIIE
3a/1a4 JOCTUTAOTCSL:



— CTPOTHMM YY€TOM BCEX MOJICKAIIUX 3alIUTE PECypCcCOB MH(POPMAITMOHHBIX
cucteM MBJIOY Ne 55 (wndopmammm, 3amad, TOKYMEHTOB, KaHAJIOB CBSI3H,
CEPBEPOB, aBTOMATH3UPOBAHHBIX PA0OUNX MECT);

— XKYpPHaJIMPOBAaHHEM NENCTBUI MepcoHana, OCYIIECTBIISIFOILIETO
oOcny>)kxuBaHUE U MOAU(PUKAIMIO TMPOTPAMMHBIX H TEXHHUYECKHUX CPEJICTB
UH()OPMAITMOHHBIX CUCTEM;

— TOJIHOTOM, PpPEaJIbHON  BBINOJHHUMOCTBIO M  HENPOTHUBOPEUYHUBOCTHIO
TpeOOBaHMI OpPraHU3alMOHHO-PACTIOPSIAUTENbHBIX ToKyMeHTOB MBJIOY Ne 55 mo
BOIIpOcaM oOecTieueHus 0€30MMacHOCTH HH(OPMAITUH;

— TMOJTOTOBKOM JIOJDKHOCTHBIX JIMIl (COTPYJAHUKOB), OTBETCTBEHHBIX 32
OpraHU3alMI0 U OCYIIECTBICHUE MPAKTUYECKUX MEPONPHUATHIA MO 00ECTEUCHUIO
6e3onacHoctu [1JIH 1 mporieccoB uX 00pPadbOTKH;

— HAJEJEHUEM  KaXJOoro COTpyAHUKa  (IIOJIb30BATENsl) MHUHUMAIbHO
HEOOXOJMMBIMHA TSI BBITIOJIHGHHWSI UM CBOMX (DYHKITMOHAIBHBIX O00s3aHHOCTEH
MOJIHOMOYMSIMU 1O JOCTyIy K uH(MopmarmoHHsiM pecypcam MBJIOY Ne 55;

— YETKUM 3HAaHHMEM U CTPOTUM COOJIIOJICHUEM BCEMHU IOJIb30BATEISIMU
uHpopMmaimonabix cucteM MBJIOY Ne 55 TpeGoBanuii opraHu3alOHHO-
pacnopsIUTEIbHBIX JOKYMEHTOB 10 BOIIpocaM oOecrnedeHus 0e30MacHOCTU
uHbopmaIuy;

— NEPCOHAIBHOM OTBETCTBEHHOCTBIO 34 CBOM JICMCTBUA KAXKIOTO COTPYAHUKA,
B paMKax CBOMX (YHKIMOHAJIBHBIX OOS3aHHOCTEH HMEIOMIETO JOCTYI K
uHdopmarmonHsiM pecypcam MBJIOY Ne 55;

— HEMpPEPBIBHBIM TOJICP)KAHUEM HEO0OXOJUMOIr0 YPOBHS 3alIUIIEHHOCTH
3JIEMEHTOB UH(GOPMAIMOHHON CPEJIbI;

— NMPUMEHEHHEM (PUBNYECKUX U TEXHUYECKUX (MPOTrpaMMHO-ANNapaTHbIX )
CpPEACTB 3allUThl PECYPCOB CHCTEMBbI M HENPEPHIBHOM aJIMUHHCTPATUBHON
MOJJEPAKKON UX UCIIOJIb30BAHUS,

— 9(QpeKTUBHBIM  KOHTpPOJIEM  Haja  COOJIOJIEHUEM  TMOJb30BaTEIIMHU
UH(DOPMAIIMOHHBIX pPECcypcoB TpeboBaHMII 1O oOecrneueHnuto 0e30MacHOCTH
uHbOopMaIny;

— 1opuaudeckoit 3amuroi uartepeco MBOY Ne 55 npu B3aumoaeiicTBuu
C BHEIIHUMHM OpraHu3anusMu (CBsI3aHHOM ¢ oOMeHOM wuHdOpMalueit) oT
IIPOTUBONIPABHBIX JCHUCTBHM, KaK CO CTOPOHBI ATHUX OpraHMW3alyld, TaKk U OT
HECAaHKIIMOHUPOBAHHBIX JEHCTBUN 00CITYKMBAIOLIETO MEPCOHANA U TPETHUX JIMII.

5. lloctpoenue cuctemsl, obecrneueHue 6e3omacHocta nHPpopmarun MbJIOY
Ne 55 u ee (yHKUIMOHUPOBAHHE JOJKHBI OCYIIECTBISATHCS B COOTBETCTBHUHU CO
CJIEAYIOUIMMHA OCHOBHBIMH MPUHITUTIAMH:

5.1. 3akoHHOCTH



[Ipenmonaraer OCYIIECTBIEHUE 3aIIUTHBIX MEPONPUATUH M pa3paboOTKy
cucteMbl Oe3omacHoctu uH(opmanun MBJIOY No 55 B coOTBETCTBUM C
JICHCTBYIOIMM 3aKOHOJATENIbCTBOM B 00JacTH 3alIuThl MH()OpMAIMH, a TakkKe
JIpPYrMX 3aKOHOJATENbHBIX aKTOB IO Oe3omacHocTd uH(opMmauuu PO, c
IPUMEHEHUEM BCEX JIO3BOJEHHBIX METOJOB OOHAPYKEHUS M IPECECUCHUS
npaBoHapyuieHuil npu pabore ¢ uHpopmauuen. IIpuHsaTeie Mepbl 6e30macHOCTH
[I/TH HEe JOJDKHBI MPENATCTBOBATH JOCTYIy IPAaBOOXPAHUTEIBHBIX OpPraHOB B
PETYCMOTPEHHBIX 3aKOHOAATEIbCTBOM CITydasx.

Bce  nonb3oBatenn — MHGOPMAILMOHHBIX  CUCTEM  JOJDKHBI ~ HMETh
npe/CcTaBlICHe 00 OTBETCTBEHHOCTH 3a MPAaBOHAPYIICHHS B OOJACTH 3alUTHI
uHpopmaIuu.

5.2.  CuCTEeMHOCTh

CucteMHBII TMOAXOA K TOCTPOEHHUIO CHUCTEMBI 3allUThl HMH()OpPMAINH B
MBJOY Ne 55 mpeanonaraeT y4eT BCEX B3aUMOCBA3aHHBIX, B3AaUMOJICHCTBYIOIIUX
U U3MEHSIOUIMXCS BO BPEMEHU 3JIEMEHTOB, YCIOBUH M (DAaKTOPOB, 3HAYMMBIX JUIS
NOHMMAaHUS U peleHus npooaembl odecredeHns 6€300acCHOCTH HHPOpMALIH.

[Ipy co3maHuy CUCTEMBI 3aIIWUTHI JOJDKHBI YYUTBHIBATHCA BCE cCllabble U
Haubosee ysA3BUMBbIE MecTa HH(POPMAIMOHHBIX CHUCTEM, a TaKXe Xapakrep,
BO3MOXKHbIE OOBEKTHl M HaIlpaBJIICHHUSA aTaKk Ha HEE CO CTOPOHBI HapyLIUTENeH
(0co0eHHO BBHICOKOKBATH(DHUIIMPOBAHHBIX 3JI0YMBIIIIEHHUKOB).

Cucrema 3amuThl JOJKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX M3BECTHBIX
KaHaJOB MPOHUKHOBEHMS W HECAHKIIMOHUPOBAHHOTO JOCTYyIMa K MH()OpPMAIINH, HO U
C YYETOM BO3MOXXHOCTH IIOSIBJICHHS INPUHLHMIIAAIBHO HOBBIX IYTEH peanu3aluu
yIpo3 O€301aCHOCTH.

5.3.  KoOMIUIEKCHOCTh

KomMmIuiekcHOe MCIOSIb30BaHUE METOAOB U CPEJICTB 3aIUThl KOMITBIOTEPHBIX
CUCTEM IPEIIIONIAracT COIVIACOBAHHOE IPUMEHEHUE Pa3HOPOAHBIX CPEACTB INpHU
MOCTPOEHUU LIEJIOCTHOM CUCTEMBI 3aIUThI, NEPEKPHIBAIOLIEH BCE CYIIECTBEHHbBIC
(3HaUMMBbIE) KaHaJbl pealiu3alii YIpo3 U He cojaepKallei caadblX MECT Ha CThIKax
OTJEIBHBIX €€ KOMIIOHEHTOB. 3alura JOJDKHA CTPOUTHCS SLIEIOHUPOBAHO.
Buemnsiss  3amuTa  JOMKHA — oOecmeumBaThes  (PU3MUECKHMMH  CPEICTBaMH,
OpraHU3allMOHHBIMH U MPABOBBIMU MEPAMH.

5.4. HenpepbpIBHOCTH 3aIUTHI

Obecneuenne 0Oe30MacHOCTH WHGOPMAIIUU - MPOIECC, OCYIIECTBISAEMbIN
pykoBoactBoMMbBJIOY Ne 55, agmuamHcTpaTOopoM Oe30macHOCTH MHGPOpPMAIUU U
COTPpYIHUKaMH BCE€X YPOBHEH. DTO HE TOJBKO W HE CTOJBKO MpOLEIypa WU
IIOJINTHKA, KOTOpas OCYLIECTBISETCS B OIPEACICHHBIA OTPE30K BPEMEHM WU
COBOKYIHOCTb CPEJCTB 3aIUTHI, CKOJBKO MPOLECC, KOTOPBIN JOHKEH MOCTOSHHO
uaTH Ha BceX ypoBHSAX BHYTpUMBJIOY Ne 55 u kaxaplil COTpYIHUK IOJIKEH
OpUHUMATh y4YacTHE B OATOM Ipolecce. JleaTenbHOCTh MO0 00€CHeUYeHUIO
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MH(POPMALIMOHHON 0€30IaCHOCTU SBJIIETCS COCTAaBHOM 4YacThiO MOBCEJIHEBHOMN
nestenpHocTt MBJIOY Ne 55. U ee »ddexkTUBHOCTH 3aBUCUT OT Y4acTHs
pykoBoactBa MBJIOY Ne 55 B obGecneuenun wuHMOpMaMOHHONW 0€30MacHOCTU
uHbOpMaInu.

Kpome Toro, GOMBIIMHCTBY (DU3HUECKUX U TEXHUYECKUX CPEJCTB 3aIIUTHI
Uis  3(QQPEKTUBHOTO BBINOJHEHUS CBOMX (YHKIMM HEoO0XoAMMa MOCTOsSHHAs
OopraHu3alvoHHas (aJMUHHCTPATUBHAs) TOJJEpKKa (CBOCBPEMEHHAs CMEHA W
o0OecriedeHUe NPAaBWIBHOTO XPAaHEHHWS W NPUMEHEHUS HMMEH, [apoJiei,
nepeonpeeieHie MoMHoOMounid U T.10.). [lepepbiBbI B paboTe CPENCTB 3allUThI
MOTYT OBITh HCHOJB30BaHbl 3JOYMBIIUICHHHUKAMU JJI1 aHajiu3a HPUMEHSEMBbIX
METOJOB M CPEACTB 3allUTHI, JUIsI BHEIPEHUS CIEHHAIBHBIX IPOrPAMMHBIX H
anIapaTHbIX "3aKIaJ0K" ¥ APYTUX CPENCTB IPEOIOIEHNUS 3AIUTHI.

5.5. CBOEBpPEMEHHOCTH

[Ipenmonaraer ynpexnaroomuil xapaktep Mep obecredeHus 0€30macHOCTH
uH(pOpMaIK, TO €CTh MOCTAHOBKY 3aj1a4 MO KOMIUIEKCHOH 3aliuTe UHpOopMaluu u
peannzanuio Mep obecriedeHusi 0€30MacHOCTH MH(OpMalMd HAa PAHHUX CTaIUsIX
pa3paboTky HHPOPMAITMOHHBIX CUCTEM B IIEJIOM U UX CHCTEM 3alIUTHI, B YACTHOCTH.

Pa3paboTka cucTembl 3alIUTHI JOJDKHA BECTUCH MapaIJIEIbHO ¢ pa3paboTKOM
U PA3BUTHUEM CaMUX 3alIMIIAEMBbIX HH(OPMALMOHHBIX CUCTEM. OTO IO3BOJIUT
ydecTb TpeboBaHUs O€30MacCHOCTH TPU TMPOCKTUPOBAHUU APXUTEKTYphl U, B
KOHEYHOM cueTe, co3naTh Oonee ¢ deKkTuBHBIE (KakK MO 3aTpaTaM pecypcoB, Tak U
10 CTOMKOCTH) CUCTEMBI, 00JIaJatoIINe JOCTATOUYHBIM YPOBHEM 3alUILIEHHOCTH.

5.6. 1IpeeMCTBEHHOCTh U COBEPLIEHCTBOBAHUE

[Ipeanonaraer IMOCTOSIHHOE COBEPIICHCTBOBAHUE MEP W CPEICTB 3allUTHI
uHGOpMAIlMM HAa OCHOBE MPEEMCTBEHHOCTH OPTaHMU3AIMOHHBIX M TEXHUYECKUX
pelIeHU, KaJpoBOrO0 COCTaBa, aHaiu3a (YHKIUOHUPOBAHUS HH(OPMALMOHHBIX
cucteM MBJIOY Ne 55 u cucteMbl uxX 3alUThl C YYETOM WU3MEHEHHUN B METOJax U
CpelcTBax IepexBara HH(OpPMAlLKUK, HOPMATHUBHBIX TpeOOBaHWM 1O 3alIuTe,
JOCTHTHYTOTO OTEYECTBEHHOTO U 3apy0e)KHOTO OTBITa B ATOW 00JIACTH.

5.7. Pazymnas 10CTaTOYHOCTH (IKOHOMHYECKAS 11€I€CO00Pa3HOCTD)

[Ipenmonaraer COOTBETCTBHE YPOBHS 3aTpar Ha oOecredeHrne 0e30macHOCTH
UHPOpMAILlMU 1LIEHHOCTH WH(POPMAIMOHHBIX PECYPCOB M BEIUYHMHE BO3MOKHOTO
yiiepba OT HX pasrjalleHus, yTpaThl, YTE€UKH, YHUUYTOXKECHUS M MCKaKECHUS.
Hcnonpzyemble Mepbl U cpencTBa oOecnedeHnus 0e30MacHOCTH MH(OPMALIMOHHBIX
pPECYPCOB HE JOJDKHBI 3aMETHO YXYAIIAaTh 3PrOHOMHUYECKHE IMOKazaTelau paboThl
KOMIIOHEHTOB MH(OPMAIIMOHHBIX cucTeM. M3nuiHue Mepsl 6€30MacHOCTH, TOMUMO
IKOHOMUYECKON HEIP(PEKTUBHOCTH, MPHUBOIAT K YTOMJICHHIO WU Pa3ApPAKCHHIO
IIEpPCOHAJIA.



Co3nath aOCOJIIOTHO HEMPEOJOTUMYI0 CHUCTEMY 3allUThl MPUHIUIIHAAIBLHO
HeBO3MOXHO. [Toka mHpOpMaIUs HAXOIUTCA B OOpaIleHUU, MPUHUMAEMbIC MEPHI
MOTYT TOJIbKO CHU3UTh BEPOSTHOCTh HETAaTUBHBIX BO3JECHCTBUN WIIH yIIepO OT HUX,
HO HE MCKIIOYUTh HMX MOJHOCTHIO. [Ipy m0ocTaToyHOM KOJMYECTBE BPEMEHH U
CPEICTB BO3MOXXHO TMpeofoneTh so0yio 3amuTy. [loaToMy wumeer cMbIca
paccMaTpuBaTh HEKOTOPBIN TMpUEMIIEMBI YpPOBEHb OOECHedeHHs] 0e30MaCHOCTH.
BricokoapdexTnBHas cucTemMa 3alIUTHl CTOMT JOPOTrO, MCHONB3YeT Mpu pabdoTe
CYIIIECTBEHHYIO YacTh PECYPCOB U MOXKET CO37[aBaTh OIIYTUMBbIE JOMOJHUTEIbHBIC
HEy/n0OCTBa TMOJb30BaTENsIM. BakHO MpaBUIILHO BBIOpAaTh TOT JOCTATOYHBIN
YpOBEHBb 3aIIMTHI, P KOTOPOM 3aTpaThl, PUCK W pa3Mep BO3MOXKHOTO yIiiepOa
ObLIM OBl IPUEMIIEMBIMHU.

5.8. IlepconanpHas OTBETCTBEHHOCTh

[Ipenmnonaraer Bo310XKEHHUE OTBETCTBEHHOCTH 3a 0OecreueHrue Oe30MacHOCTH
uHGOPMAIIMU U CUCTEMBI UX 00paOOTKM Ha KaXJIOTO COTPYIHWKA B Mpelerax ero
MOJIHOMOYMA. B COOTBETCTBMM C OSTUM MPUHIMIIOM paCHpeseieHue TpaB U
00s13aHHOCTEN COTPYIHUKOB CTPOMUTCS TaKUM OOpa3oM, YTOOBI B cllydae JHOOro
HapyIICHUS KPyT BHHOBHUKOB OBLT YETKO M3BECTCH WJIH CBEACH K MUHUMYMY.

5.9. MuHUMH3ANHA ITOTHOMOYHNA

O3HauaeT MpeAoCTaBlICHUE MMOJIH30BATEISIM MUHUMAIBHBIX MPaB JIOCTYIa B
COOTBETCTBUH CO CIIy>)kKeOHOW HeoOxomumMocThio. JlocTyn K MH(pOpMauu JOJKEeH
IPEOCTABIATECA TOJNBKO B TOM clydyae U OObEME, €ClM 3TO HEOoOXOIUMO
COTPYAHUKY JIJIs1 BHITIOJIHEHUSI €T0 JIOJKHOCTHBIX 00sI3aHHOCTEH.

5.10. Hckirouenne KoHPIIUKTa HHTEPECcOB (pa3eseHne PyHKIui)



OddextuBHas cucrema obecrneueHuss HHPOPMAIMOHHON 0€30MacHOCTH
IpeanoaraeT 4YeTKOe pasfelieHne OO0S3aHHOCTEH COTPYIHUKOB W HUCKIIOYCHHE
CUTyalui, Korma cdepa OTBETCTBEHHOCTH COTPYIHUKOB JOMYyCKAaeT KOH(IUKT
untepecoB. Cdepsl  MOTEHIUATBHBIX  KOH(JIMKTOB  JIODKHBI  BBISBIATHCS,
MUHUMU3UPOBATLCSA, W HAXOAUTCS TOJA CTPOTUM HE3aBUCHUMBIM KOHTPOJIEM.
Peanu3zanust JaHHOTO MPUHIMNA IPEAIIONATAET, YTO HE OJUH COTPYIHHUK HE TOJKEH
UMETh MOJITHOMOYHUM, MO3BOJSIONIMX €MY €IUHOIUYHO OCYIECTBIISITH BBIMOJHECHHUE
KpPUTHYHBIX onepauuid. Hajenenue coTpyTHUKOB MOJTHOMOYHUSIMH, MOPOKAAIOIIAMHU
KOH(DJIMKT HHTEPECOB, JAaeT €My BO3MOXKHOCTh MOJATACOBBIBATH MH(POPMAIIUIO B
KOPBICTHBIX IEJSX WIIH C TeM, YTOOBI CKPBITh MPOOJIEMBbI WM TIOHECCHHBIE YOBITKH.
JI1st CHIDKEHMST pUCKa MaHUITYJIMPOBAaHUS MH(POPMAIMEN U pUCKa XUILEHUS, TaKhe
MOJITHOMOYHSI JOJDKHBI B MAaKCHMAaJbHO BO3MOYKHOW CTEMEHU OBITh pa3lieicHBI
MEXJy pa3MYHbIMA COTPYAHUKAMU WA TOAPA3ACICHUSIMU Y IIpaBJICHUS.
Heo6xoaumo mpoBOIUTH MEPUOAMYECKUE MPOBEPKU OO0sS3aHHOCTEH, (PYHKIUNA U
JEATETPHOCTH COTPYIHUKOB, BBITIOTHSIOMAX KIFOUEBBIC (DYHKITUH, C TEM, YTOOBI
OHU HE MMEIU BO3MOXXHOCTH CKpPBIBaTh COBEPIICHUE HEMPaBOMEPHBIX JCHCTBUIA.
Kpome Toro, HeoOXoIMMO TpPUHUMAThH CIEUUATBLHBIE MEPbl IO HEOMYIICHUIO
CroBOpa MEXJ1y COTPYIHUKAMHU.

5.11. B3amMonencTBue U COTpyJHUYECTBO

[Ipeanonaraer co3ganue GiaronpusatHor armocdepsl B kosektuse MBJI0OY
Ne 55. B Takoifi 0OCTaHOBKE COTPYIHHMKH JOJDKHBI OCO3HaHHO COOJIOJATh
YCTaHOBJICHHbBIC TIPaBUJIa U OKA3bIBATh COACHCTBUE JIEATEIBHOCTH aIMUHUCTPATOPA
0e3omnacHoCTH HHPOPMAIIUH.

BaxxupiM smemeHTOM 3(PQEKTUBHON CHUCTEMBbl obecriedeHus] Oe30MacHOCTH
unpopmaruu B MBJIOY Ne 55 sBnserca BbIcOKass KyJibTypa pabOThl ¢
unpopmarmeit. PykoBogactso MBJIOY Ne 55 HeceT OTBETCTBEHHOCTH 3a CTPOTOE
COOJIOZICHNE PTUYECKUX HOPM M CTaHAApTOB Mpo(decCHOHATBbHON IesTeNbHOCTH,
MOAYEPKUBAOIIEH U JEMOHCTPUPYIOIIEH MEPCOHATy Ha BCEX YPOBHSX BAXKHOCTH
obecnieuenns mHpopmannoHHou Oe3omacHoctd MBJIOY Ne 55. Bee cotpynnuku
MBJIOY No 55 nomkHBI MOHUMATh CBOKO pOJb B IIpoliecce OOeCTeUeHHUs
UHPOPMAITMOHHON O€30MacHOCTH M TMPUHUMATh YYacTHEe B 3TOM IpOIlecce.
HecmoTpss Ha TO, 4YTO BBICOKas KyJbTypa oOecrmeueHus: HHPOPMAIMOHHON
0e30MacHOCTH HE TapaHTHUPyeT aBTOMATHYECKOTO JOCTIDKCHMS —LelieH, ee
OTCYTCTBHE CO3/1a€T OOJIbIIIE BO3MOKHOCTEH /JIsl HApyIIeHHs O€30MMacHOCTH WA HE
oOHapykeHHs (PaKTOB €€ HaApYIICHUS.

5.12. T'uOKOCTh CUCTEMBI 3aIUTHI

Cucrema obecrieueHus WH(POPMAIIMOHHOW OE30MACHOCTH JIOKHA OBITh
CIocoOHa pearupoBaTh Ha U3MEHEHUS BHEIIHEW CPEbl U YCIOBUN OCYIIECTBICHUS
VYnpaBneHneM CBOEH AEATEIbHOCTU. B 4MCI0 Takux M3MEHEHUN BXOISIT:

— U3MEHEHUs OPraHU3ALMOHHON U TaTHOU cTpyKTYpbl MB/IOY Ne 55;
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— U3MEHEHHE CYIIECTBYIOUIUX WM BHEAPECHHE NPUHIUIHAIBHO HOBBIX
WH()OPMAITMOHHBIX CUCTEM;

— HOBBIE TEXHUYECKHUE CPEICTBA.

CBOICTBO THOKOCTH CUCTEMBI 0OecriedeHs] UHGHOPMAITMOHHON 0€301acCHOCTH
n30aBIIACT B TAKUX CHUTYAIUAX OT HEOOXOTUMOCTH MPUHATHS KapAUHAIBHBIX MEp
0 TIOJIHOM 3aMEHE CPEJICTB M METOJIOB 3alIUTHI HA HOBBIE, YTO CHUXKAET €€ OOIIIyI0
CTOUMOCT.

5.13. OTKpBITOCTh AATOPUTMOB U MEXAHU3MOB 3aILIUTHI

CyTb NpUHIMINA OTKPHITOCTA AJITOPUTMOB M MEXAHU3MOB 3allIUTHl COCTOUT B
TOM, YTO 3alllUTa HE JOJDKHA O00€CleurBaThCsl TOJBKO 32 CUET CEKPETHOCTH
CTPYKTYpPHOM OpraHu3allid M ajJrOpuTMOB (DYHKIIMOHUPOBAHUSI €€ IOJCHUCTEM.
3HaHUE aIrOPUTMOB pabOThI CUCTEMBI 3aIIUTHl HE JIOJDKHO JJaBaTh BO3MOXKHOCTH €€
npeojioyieHust (1ake aBTopam). DTO, OJHAKO, HE O3HayaeT, 4To uHdopmamus o0
UCIIOJIb3YEMBIX CUCTEMaX U MEXaHU3MaXx 3allUThl 10KHA OBITH OOIIETOCTYITHA.

5.14. IIpocTtoTa npuMeHEHUs CPEICTB 3aLIUThI

MexaHu3Mbl ¥ METOJABI 3alIUThl JOKHBI OBITh MHTYUTUBHO TOHSTHBI U
MPOCTHI B UCIOJIb30BaHUU. [[puMeHEHNE CPENICTB U METOJOB 3allUTHl HE TOJKHO
OBITh CBSI3aHO CO 3HAHWEM CIECHHAIBHBIX SI3BIKOB WJIM C BBITIOJIHEHUEM JCHCTBHM,
TPeOYIOIINX 3HAYUTEIBHBIX JOMOJTHUTENBHBIX TPYI03aTpaT MpH OOBIMHON paboTe
3apETUCTPUPOBAHHBIX IOJB30BaTEICH, a TakKe He JOKHO TpeOdoBaTh OT
MOJIb30BATEJISI BBITIOJIHEHUSI PYTUHHBIX MAJIOMIOHSATHBIX €MY OTIepaIliii.

5.15. O60CHOBaHHOCTH M TEXHUYECKAS PEATU3YEMOCTh

NudopmanimoHHbie TEXHOJOTUH, TEXHUYECKUE M TMPOTPAMMHBIE CPEICTBA,
CpencTBa W MeEphl 3aUTHl HWHPOPMANUKA JOJKHBI OBITh pEaTM30BaHBI Ha
COBPEMEHHOM YPOBHE Pa3BUTHS HAYKU U TEXHUKU, OOOCHOBAHBI C TOYKH 3PEHUS
JIOCTIDKEHUSI 33JIaHHOTO YPOBHSI 0€30MacHOCTH HMH(OpPMAllUd M HKOHOMHYECKOM
I1E7I€CO00Pa3HOCTH, a TAKXKE JIOJDKHBI COOTBETCTBOBATh YCTAHOBJICHHBIM HOPMaM U
TpeOOBaHMAM O 6€30MaCHOCTH UHGOPMAIIHH.

5.16. Cnenuanu3zanus v mpoecCuoHAIN3M

[Ipeamonaraer mpuBJICUYCHHE K pa3pabOTKEe CPEACTB W peau3aiuul Mep
3amUThl  UHGOPMAIMKM  CICHMATM3UPOBAHHBIX  OpraHu3anuii,  Haubosee
MOATOTOBIICHHBIX K KOHKPETHOMY BHIY JEATECIBHOCTH TI0 OOECIECYEHUIO
0e3omacHOCTH HH(DOPMAIMOHHBIX PECYPCOB, HMMEIONIUX OMNBIT MPAKTHYECKON
paboOThI U TOCYAAPCTBEHHYIO JUIICH3UIO Ha MPABO OKA3aHMsI YCIYT B 3TOM 00JIacTH.
Peanu3zanusi aIiMUHUCTPATUBHBIX MEP W JKCIUTyaTalds CPEACTB 3alllUThl JIOJHKHA
OCYIIECTBISIThCA  MPO(EeCcCHOHATBEHO MOATOTOBJIEHHBIMH CIIEHAIUCTAMU
YnpasneHus.

5.17. OOGs3aTeNbHOCTh KOHTPOJIS
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[Ipeanonaraer  00s3aT€TBHOCTh M CBOCBPEMEHHOCTh  BBISBJICHHUS U
MPECEUCHUs] TOMBITOK HAPYIICHUS YCTAaHOBJIICHHBIX TMpaBW, OOECIECYCHUS
0e30macHOCTU MH(POpPMAITMHU, HA OCHOBE MCIOJIb3YEMbIX CUCTEM U CPEJICTB 3aIUThI
uHQOpMaIMK, TPU COBEPIICHCTBOBAHMH KPUTEPUEB H METOJOB  OIICHKHU
() PEKTUBHOCTH ATUX CUCTEM U CPEJICTB.

KoHTposib 3a AesTeNbHOCTBIO JHOOOTO TMOJIb30BATENsI, KaXJOro Cpe/CTBa
3allUTHl U B OTHOLIEHUHU JIOOOTO OOBEKTA 3allUThl JOJDKEH OCYIIECTBIATHCS Ha
OCHOBE MPUMEHEHUSI CPEACTB ONEPATUBHOIO KOHTPOJISA U PETHCTPAIMU U JOJKEH
OXBaThIBaTh KAaK HECAHKIMOHUPOBAHHBIC, TaK U CAHKIIMOHUPOBAHHBIC JEHUCTBUS
ITOJI30BATEIIEH.

Kpome Ttoro, »ddextuBHas cucrema oobOecnedeHus HHGOPMAIMOHHON
Oe3omacHOCTU TpeOyeT HaJIM4us aJIeKBaTHOM M BceoObemutroniel mHbopmanuu o
TEKYIIEM COCTOSSHHHM TPOIECCOB, CBS3aHHBIX C JBWKEHHWEM HWH(oOpManud u
CBEJICHUI O COOJIOJICHUM YCTaHOBJIEHHBIX HOPMATHMBHBIX TPEeOOBAaHWM, a TaKkKe
JIOTIOTHUTEIHHOW WHGOpPMAIlMK, MMEIOIIEH OTHOIICHHWE K MPHHITHIO PEIICHHA.
Nudopmarnust 1omkHa OBITh HAJIEKHOM, CBOEBPEMEHHOM, IOCTYIMHON U MPABUILHO
0(OpMIICHHOIA.

Henocratku cucrembl obOecrnieueHus UHGOPMAIMOHHONW 0€30MacHOCTH,
BbIsSIBIICHHBIE cOTpyaHUKaMu MBJIOY Ne 55 | nomxHBI HEMEIJIEHHO JOBOJIUTHCS 10
ceenenust pykopoaurens MBJIOY Ne 55 u onepatuBHO ycTpaHsATbes. Bompochl,
KOTOphIE€  KaXyTCsl ~ HE3HAUUTENIbHBIMHM,  KOTJla  OTHAEJbHBIE  IPOIECCHI
paccMaTpUBAIOTCS W30JUPOBAHHO, NPU PACCMOTPEHUM WX HApANY C JAPYTHUMU
acreKTaMy MOTYT yKa3aTh Ha OTPULIATEIbHBIE TEHJCHILHNH, TPO3SIIUE NEPEPACTH B
KpPYIHBIC HEJIOCTATKH, €CJIM OHU HEe OYAYT CBOCBPEMEHHO yYCTPAHECHHI.

6. Mepnl ob6ecnieueHust ”HGOPMAIIMOHHON 6€30MaCHOCTH

Bce mepsl obecnieuenus 6e3omacHOCTH HHPOpMAIMOHHBIX cucteM MBJIOY
Ne 55 noppaznernstorcs Ha:

6.1. 3akoHoparenbHbIE (MPABOBHIC) MEPHI 3AIUTHI

K npaBoBbIM MepaMm 3allUThl OTHOCSITCS ACHCTBYIOIIME B CTpaHE 3aKOHBI,
yKa3bl W HOPMATUBHBIE aKThI, PETIAMEHTHUPYIOIIME IIpaBUja OOpameHus ¢
uHopMaIer,  3aKpeIUIAoImMe  T1paBa W OOSI3aHHOCTH  YYaCTHHKOB
nH()OPMAITMOHHBIX OTHOIIICHUN B TpoIecce X OOpaOOTKHM W WCIIOJIb30BAHUS, a
TaKX€ YCTaHABIIMBAIOIME OTBETCTBEHHOCTD 3a HAPYIICHUS ATUX npaBui. [IpaBoBbie
MEphbI 3aIUTHI HOCAT B OCHOBHOM YIPEXKJIAIOMINN, TPOPHUIaKTHUECKUI XapaKkTep U
TpeOYIOT TIOCTOSIHHOM  Pa3bsSCHUTEIBLHONH pabOThl C  MOJB30BATEISIMH U
00CITy>)KMBAIONITUM TIEpCOHATIOM HHpopManroHHbIX cucteM MBJIOY Ne 55.

6.2. MopallbHO-3TUYECKUE MEPHI 3aLUTHI

K MopanpHO-3THYECKHMM MEpaM OTHOCATCS HOPMBI TOBEAECHUS, KOTOPbBIC
TPAAULMOHHO CJOXWINCh WU CKIAQJBIBAIOTCS TI0 MEpPE PacHpOCTPAHECHUS
UHOOPMAITMOHHBIX TEXHOJOTUNM B OOIIECTBE. DTU HOPMBI OOJBIIEH YacThiO HE

12



SBIISIIOTCA 00SI3aTENIbHBIMU, KaK 3aKOHOJATENIbHO YTBEP)K/IECHHbIE HOPMATHUBHbBIE
aKThl, OJHAKO, WX HECOOJIOJCHHE MOXKET NPHUBECTH K NaJCHUIO aBTOPUTETA,
npectmxka 4yenoBeka, rpynnbl gun wi MBJIOY Ne 55 B uemom. MopanbHo-
THYECKHE HOPMBI OBIBAIOT KaK HEMHCAHbBIE, TAK U MHUCAHbIE, TO €CTh 0(OPMIICHHBIE
B HEKOTOPBI cBOJ (yCTaB) MpaBUJI UM MpeanucaHuidi. MopanbHO-3TUYECKHUE MEPBI
3alUThl SBJSAIOTCA MNPOPUIAKTUYECKMMHU U TpPeOYIOT MOCTOSHHOW pPaloThl IO
CO3JaHUIO 3I0POBOI0 MOPAJIBHOIO KJIMMATa B KOJIJIEKTHUBE.

6.3. TexHOJIOrn4ecKre MEPHI 3aIUTHI

K nmaHHoMy BHIy Mep 3alIUTBhl OTHOCSTCS PA3HOTO POJa TEXHOJOTUYECKHE
peuieHuss W TMpPUEMbI, OCHOBAaHHbIE Ha HCIIOJIB30BAHUM HEKOTOPBIX BHJIOB
U30BITOYHOCTH (CTPYKTYpPHOU, (PYHKIIMOHATBHOU, NTHPOPMALITMOHHON, BPEMEHHON U
T.I.) U HalpaBJICHHbIE HA YMEHBLICHHUE BO3MOXXHOCTU COBEPLICHUS COTPYAHUKAMU
OLIMOOK U HAapYIICHUH B paMKax MPEeJIOCTaBICHHBIX UM IIPaB U MTOJIHOMOYUI.

6.4. OpraHuzanMoHHbIE (A IMUHUCTPATUBHBIC) MEPHI 3AIIUTHI

OpranuzanuoHHble (aIMUHUCTPATUBHBIE) MEPHI 3aIIUTHl - 3TO MEPbI
OpraHU3alIOHHOTO XapakTepa, pErJIaMEHTHPYIOIINE IIPOLIECCHI
(YHKIIMOHUPOBAHHUS CHUCTEMBI O00paOOTKM WH(OpPMAIMK, WCIOIH30BAHUE €€
PECYPCOB, ACSITENHHOCTh OOCTYXHBAIOIIETO TMEpPCOHala, a TakkKe MOPSIoK
B3aMMOJEMCTBHUSL MOJB30BAaTENE C CUCTEMOM TakuM oOpa3oM, uTOObI B
HauOONbIIeH CTENEHW 3aTPYAHUTh WIM HCKIIOUATH BO3MOXHOCTH peaTU3aIiH
yrpo3 0€30MaCHOCTU WM CHU3UTh Pa3Mep MOTEPh B CIIydae UX pealn3alui.

6.5. ®opmupoBaHUE MOJIUTUKU O€30MACHOCTU

['maBHas 1enb agMUHUCTPATUBHBIX MEp, NPEANPUHUMAEMBIX Ha BBICILEM
YIOPABJICHUYECKOM YPOBHE - C(HOPMHPOBATH TMOJUTUKY B 00JacTH oOecIeueHUs
6e3omacHOCTH WH(pOpMAUK (OTPAKAMOIIYIO TMOIXOAbI K 3aIuTe MHGOPMAINH) H
o0OecreunTh €€ BBIMOJIHEHHE, BBIACISS HEOOXOJUMBIE PECypChl U KOHTPOJIHUPYS
COCTOSIHHE JE.

C mpakTM4ecKOoW TOYKM 3pEeHMs] MOJMTUKY B o0sactu oOecredeHus
6e3omacHoctu uHpopmanmu B MBJIOY Ne 55 menecooOpa3Ho pa3OuTh Ha ABa
ypoBHs. K BepxHEMY YpOBHIO OTHOCATCSI PELICHHS] PYKOBOJCTBA, 3aTParuBarollIne
nearenbHOCTh MBJIOY Ne 55 B nenom. IlonmmTtrka BepxHEro ypoBHs IOKHA YETKO
0ouepTUTh chepy BIUSAHUA U OTPAHUUYCHUS MPHU OMPEACIICHUH IeNeld 6€30macHOCTH
uHpOpMalK, ONPEIEIUTh KaKUMH pecypcamu (MaTepuaibHbIMU, CTPYKTYPHBIMHU,
OpraHM3allMOHHBIMM) OHM OYyIyT JOCTUTHYTBHI, U HAUTH pa3yMHbIH KOMIIPOMUCC
MEXAY MPUEMIIEMbIM YPOBHEM 0€30MACHOCTU U (PYHKIHOHATBHOCTBIO.

[lonuTvika HWKHET0 YpPOBHS, ONpEAeNseT NpPOUEAYpbl, W MpaBHIIa
JOCTHKEHUSI L€ U pelieHns 3a1a4 0e30MacHOCTH MHPOPMALUU U AETaTU3UPYET
(peryiaMeHTHpYET) 9TH MpaBua;

— KaKOBBI POJMU U OOS3aHHOCTH JIOJDKHOCTHBIX JIUI[, OTBEYAIOIIME 3a
IIPOBEJICHUE MOJIUTUKH 0€30NaCHOCTH HHPOPMAITUH;
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— KTO WMEET IpaBa JIOCTyma K WHPOPMAIWH, KTO W MPH KAKUX YCIOBHIX
MOJKET YUTaTh U MOIU(PUITPOBATh HHPOPMAIIUU U T.JI.

[TomuTrka HUKHETO YPOBHS NOJKHA!

— OpeaycMaTpuBaTh pErIaMeHT UH(OPMAITMOHHBIX OTHOIIICHUH,
VICKJTFOYAIOLINX BO3MO>XKHOCTb MIPOU3BOJIbHBIX, MOHOMOJIBHBIX WJIn
HECAHKIIMOHUPOBAHHBIX JEHCTBUI B OTHOIICHUU MH(POPMAITMOHHBIX PECYPCOB;

— OMNPENENATh KOAIWIHMOHHBIE M HMEPAPXUUYECKUE MPUHIUIBI W METOMbI
paszieNieHusl CEKPETOB U pa3rpaHUUYEHUs JOCTya K HH(popMaIuu;

— BBIOHpATH MIPOrPaMMHO-TEXHUYECKUE (anmapatHebIe) cpencTBa
npotuBojeiictBus HCJI, ayrenTudukanuu, aBTOpU3alldd, HACHTUPUKAIUUA U
JIPYTUX 3alIUTHBIX MEXaHU3MOB, 00CCIEUMBAIOIIUX TFApaHTUU pealiu3alluu MpaB U
OTBETCTBEHHOCTH CYOBEKTOB WH()DOPMAITMOHHBIX OTHOIICHHH.

6.6. PermamenTanus noctyna B HOMEIECHUS

KommoneHTsl MHQOPMALIMOHHBIX CHUCTEM  JOJKHBI  pa3MelaThCsi B
MOMEIICHUSIX, HAXOJAIIUXCS TOJ] OXpaHOW WM HAOJIOJCHUEM, HCKIIOYAOIIIM
BO3MOXXHOCTh OCCKOHTPOJILHOTO MPOHUKHOBEHHUS B MTOMEIICHUSI TOCTOPOHHUX JIUIL
u oOecreunBarOMM  (U3UIECKYI0 COXPAHHOCTh HAXOJANIUXCS B ITOMEIICHUH
3alUIIaeMbIX pecypcoB (IokyMeHTOB, APM u T1.1m.). YOopka Takux HOMEIIeHUN
JOJKHA MPOU3BOAUTHCSA B MPUCYTCTBUU OTBETCTBEHHOI'O COTPY/IHHMKA, 33 KOTOPBIM
3aKpEIUICHbl JaHHBIE KOMIIOHEHTBHI, C COOJIOJICHUEM MEp, MCKIIOYAIOIINX JOCTYIl
MOCTOPOHHUX JIUI] K 3aIUIAEMbIM HH(GOPMAIIMOHHBIM pecypcam.

Bce mnoctopoHHME numia AOMYCKAKOTCS B TMOMEIICHUS C KOMIIOHEHTAMU
UH()OPMAITMOHHON CHCTEMBI TOJIBLKO B MPUCYTCTBUU COTPYTHUKOB Y TIPABJICHHUS.

[lo oxoHwyaHum paboyero [HsA, MOMEIIEHHUS, B KOTOPHIX pPa3MElIAI0TCs
KOMIIOHEHTBhI MH(popMaImoHHbIX cucteM MBJIOY Ne 55, noimkHBI 3anmuparhbcsl Ha
KJIFOY, IO BO3MOHOCTH OTI€YaThIBATHCH.

B cnydae ocHanieHus mOMEIICEHUN CPEACTBAMH OXPAHHOW CUTHAIW3AlWH, a
TAKK€ aBTOMATHU3UPOBAHHOM CUCTEMOW MpPHUEMA U PETUCTPALMU CUTHAJIOB OT ITUX
CpPEICTB, IpUEM-CAaya TAKUX TMOMEIICHUM TMOJI OXpaHy OCYLIECTBISECTCS Ha
OCHOBAaHHHM CHEIHAIBHO pa3pabaTbiBaeMON HHCTPYKITUU.

6.7. Pernamenranus JOIyCKa COTPYIHUKOB K WCIIOJIb30BaHUIO
UH()OPMAITMOHHBIX PECYPCOB

B pamkax paspemmuTenbHON CUCTEMBI (MATPHUIIbI) JOCTYIA YCTaHABIMBACTCS:
KTO, KOMY, KaKy WH(OPMAITMIO U TS KAaKOTO BHUIA JOCTYIa MOXET MPEAOCTABUTh
U TIPU KaKUX YCIIOBUSIX.

Jlommyck mosb30oBareneit kK pabore ¢ UHOOPMAITMOHHBIMUA CUCTEMAMH U JIOCTYTI
K UX pecypcaM JOJDKEH OBITb CTpOro perjameHTupoBaH. JIroOble W3MEHEHHS
COCTaBa M IMIOJHOMOYMI TMOJb30BaTEIEH MOACUCTEM JOJKHBI IMPOU3BOJIUTHCS
YCTaHOBJICHHBIM MOPSIKOM.
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YpoBeHb MOJTHOMOYHIA KaXXJ10T0 MOJIb30BATEIIS OTpEEIACTCS
WHUBUYyaJIbHO, COOII0/Ias CleayIoue TpeOOBaHUS:

— KaXJIbIil COTPYAHUK MOJIb3YETCSl TOJbKO MPEANUCAHHBIMU €MY MpaBaMu MO
OTHOIIEHUIO K WH(OPMAINH, C KOTOPBIMU eMy HeoOXxoauMa paboTa B COOTBETCTBUHU
C JIOJPKHOCTHBIMU O0SI3aHHOCTAMHU. PaciimpeHue npaB JIOCTyNa M MPeIoCTaBICHUE
JIOCTyTla K JIONMOJIHUTEIbHBIM HH(GOPMAIIMOHHBIX pecypcaM, B 00s3aTeIbHOM
MOPSJIKE, JIOJDKHO  COTJIACOBBIBATBCS C  QJAMHHHCTPATOPOM  0O€301aCHOCTH
nHbOpMaIuy;

— pykoBoautenb MBJIOY Ne 55 umeer mpaBa Ha mpocMOTp HHGPOPMAIUH
CBOMX IOAYMHEHHBIX TOJBKO B YCTAaHOBJIEHHBIX IMpPEAEIaXx B COOTBETCTBUU CO
CBOUMHU JOJIKHOCTHBIMU 00SI3aHHOCTSIMHU.

Bce corpygnuku MBJIOY Ne 55 u oOciyXuBaromuil mepcoHall, JOJKHbBI
HECTHU MEPCOHAIBHYK) OTBETCTBEHHOCTh 3a HAPYIICHUS YCTAHOBIECHHOI'O MOpPSJIKa
0o0paboTku wuHMOpPMAIMK, TPABWI XPaHEHUs, WCIONb30BAHUA U TIepellayu
HaxXOJSIINXCS B UX PACHOPSHKEHUU 3alIUINAEMbIX PECYpCOB cUCTeMBbl. Kaxkbii
COTpYIHUK (TpH TMpuemMe Ha paboTy) MOJDKEH MOJIMUCHIBATh 00S3aTENbCTBO O
COOJIIOZICHUM W OTBETCTBEHHOCTH 32 HApYIICHUE YCTAHOBJIEHHBIX TPEOOBAHUU IO
coxpanenuto napopmaruu MBJIOY Ne 55.

O6pabotka I1/In B koMroHeHTax uHpopMaIrmoHHbIX cucteM MBJIOY Ne 55
JOJDKHA MPOU3BOAUTECA B COOTBETCTBUU C YTBEPKIACHHBIMU TEXHOJOTMYECKUMH
UHCTPYKIUSIMH.

6.8. PernameHramusi MpouEcCOB  OOCITYXKUBAHUSI U  OCYIIECTBJICHUS
MoAu(pUKAIIUY anlapaTHRIX U MPOTPAMMHBIX PECYPCOB

B wmemsix mommepkaHusi pexuma  HMHPOPMAIMOHHOW  G€30MacHOCTH
anmapaTHO-TIpOrpaMMHasl KOH(GUTYpalus aBTOMAaTH3HUPOBAHHBIX padOUUX MECT
COTPYJHHUKOB YTpaBJ€HUA, C KOTOPbIX BO3MOXEH [OCTyH K pecypcam
UH()OPMAIMOHHONW CHUCTEMBI, JIOKHA COOTBETCTBOBATH KPYTY BO3JIOKEHHBIX Ha
JTAHHBIX TOJIb30BaTENeH (PYHKITMOHAIBHBIX 00S3aHHOCTEH.

B kommnoHeHTax wuH(MOpPMAIMOHHOW CHUCTEMbl W Ha pabodyMx MecTax
MOJIB30BATENIEN JIOJKHBI YCTAHABIMBATBCA M HCIOJB30BATHCS JIUIIEH3MOHHBIC
MpPOTrpaMMHBIE CPEJICTBA.

6.9. OO6ecrieueHre U KOHTPOJIb (DU3NUECKOM IIETOCTHOCTH (HEM3MEHHOCTH
KOH(UTrypaiuu) anmnapaTHbIX pecypcoB

O6opynoBanre MHPOPMALMOHHBIX CHUCTEM, HCIOJIb3yeMOE IJisi JOCTyla Hu
XpaHeHus: uHGOpMaIMU, K KOTOPOMY JOCTYI OOCIYKHBAIOIIETO IEpCOoHala B
mpoliecce dKCIUTyaTaluu He TpeOyeTcs, Mociie HajJaJO4YHbIX, PEMOHTHBIX M HHBIX
paboT, CBA3aHHBIX C JOCTYIIOM K €r0 KOMIIOHEHTaM JO0JKHO 3aKPhIBATHCSI.

6.10. TlogGop m moarOTOBKA MEpcoHaa, 00yUeHNE TTOJIb30BATENICH

[Tonb3oBarenn wuHbopmanmonnbix cuctem MBJIOY No 55, a Takxke
PYKOBOASIIUA M OOCTY>KUBAIOUIUN TEPCOHAN JIOJDKHBI OBITh O3HAKOMJIEHBI CO
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CBOMM YypOBHEM IIOJHOMOYHH, a TaKKe OpraHU3alMOHHO-PACTIOPSANTEIBHOM,
HOPMAaTUBHOW, TEXHUYECKOUN 51 JKCIUTyaTallMOHHOU JIOKYMEHTALUEH,
ompeaenstomnei TpedoBanus U opsAaoK 00padotku napopmammu B MB/IOY Ne 55.

Obecnieuenre  0e30MacHOCTH  HWH(POPMAIIMM  BO3MOXKHO TOJBKO  TIOCTIE
BEIPAOOTKH Y TIOJNIB30BATENICH OIPEACICHHON KYJIbTYphl palbOTBI, T.€. HOPM,
00s13aTebHBIX JUISI MCIOJHEHUSI BCEMH, KTO paboTaer ¢ HHPOPMAIMOHHBIMU
pecypcamu YmpapieHusa. K TakuM HOpMaMm MOKHO OTHECTH 3amlpelleHue JH0OBIX
YMBINIJICHHBIX WJIH HEYMBINIJICHHBIX JCUCTBUI, KOTOPHIC HApYIIAlOT HOPMAaJIbHYIO
paboTy KOMIIOHEHTOB HWH(OPMAIIMOHHBIX CHCTEM, BBI3BIBAIOT JOMOJHUTEIHHBIC
3aTpaThl PECYpPCOB, HAPYIIAIOT IEJIOCTHOCTh XpaHUMOM U oOpabaThiBaeMOM
uH(dopMaIU, HAPYIIAIOT MHTEPEChl 3aKOHHBIX IOJIb30BaTElICH, BIIAJIETBIEB WIIU
COOCTBEHHUKOB.

Bce nonb3oBaTenu nHGOPMAIIMOHHBIX CUCTEM JIOJIKHBI OBITh O3HAKOMJICHBI C
OpraHu3allMOHHO - PaCHOPSAUTEIBHBIMUA  JIOKYMEHTaMU 10  OO0EeCHeUYCHUIO
6e3omacHoctu mHGopManuu (I1/Jn) MB/IOY Ne 55, B wactu, ux Kacaromieucs,
JOJDKHBI 3HATh W HEYKOCHUTEIBHO BBIMOJHATh HHCTPYKIIMM W 3HATh oOIIue
o0s13aHHOCTH MO  obOecmeueHnto  Oe3omacHocTd  WMH(popMaruu. JloBenaeHue
TpeOOBaHMI YKa3aHHBIX JOKYMEHTOB JO JIMI, JOMYIIEHHBIX K 00padoTKe
3ammuIaeMon HHGOPMAaIINH, TOJKHO OCYIIECTBIISITHCS TIOJT POCIIHCH.

6.11. OTBETCTBEHHOCTh 32  HApYyLIEHUS  YCTAHOBIECHHOIO  MOpsAJKa
MOJIb30BAHUS pecypcaMu HH(OOPMAITMOHHOM CUCTEMBbI

Mepa O0TBETCTBEHHOCTH MEpPCOHANIA 3a ACHCTBUS, COBEPIICHHBIC B HAPYIIICHUE
YCTaHOBJICHHBIX TMpaBWJI oOecredeHus Oe3omacHoi paboTel ¢ HH(MOpMaLHEH,
JIOJDKHA OTPENEAThCS HAHECEHHBIM yIIepOOM, HaJMYUEM 3JI0T0 yMbICIa U
npyrumu dakTopamu o ycMoTpenuto pykoBojctsa MBJIOY Ne 55.

J{ns peanuzanuy MpUHIUIA IEPCOHATBHON OTBETCTBEHHOCTH IOJIb30BATENEH
3a CBOM JICHCTBUS HEOOXOINMBI:

— WHAWBUAyaJbHAs HWACHTH(UKANMS I0Jh30BaTEICH W WHUIIMHPOBAHHBIX
UMU TIPOIIECCOB, T.€. yCTaHOBIIeHUE 3a HUMH uaeHTudukatopa (login, Username),
Ha 0a3ze KOTOporo OyJEeT OCYIIECTBIATHCS pa3rpaHUUYCHUE JOCTYNa B COOTBETCTBUU
C IPUHIIUIIOM 00OCHOBAHHOCTHU JIOCTYTIA;

— MpoOBepKa MOJUIMHHOCTH TIOJib30BaTeNel (ayTeHTU(dUKAIMsI) HAa OCHOBE
IapoJeu;

— peakmus Ha TOMBITKH HECAHKIIMOHUPOBAHHOTO JIOCTYIMA (CHTHAIH3AINS,
OJIOKUPOBKA U T.1.).

6.12. CpencrtBa obecrieueHust 0€30MacHOCTH HHPOPMAITUU

Jist  obecneyeHuss  MHGOPMAIMOHHONM  0€30MacHOCTH  HCIONB3YIOTCA
CJIEIYIOLME CPEICTBA 3AIIUTHI:
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duznyeckue CpCaCTBA 3allIUThI

dusznyeckue MCPBI 3allkTbl OCHOBAHBLI Ha IIPHUMCHCHHHW PAa3sHOro pojaa
MCXAaHHUYCCKHX, JJICKTPOHHBIX WM 3JICKTPOHHO-MCXAaHHNYCCKHX YCTpOﬁCTB u
COOpYX(GHHﬁ, CIICHUAJIbHO IIPCAHA3HAYCHHBIX I  CO3JaHUA (I)I/I?)I/ILICCKI/IX
Hpel'IHTCTBI/Iﬁ Ha BO3MOXKHBIX IIYTAX IMPOHUKHOBCHHUS M AOCTYIIA IMOTCHHOHWAJIBbHBIX
HaPYIHI/ITeJ'Ief/’I K KOMIIOHCHTaM CHCTCMBI H 3am1/1maeM0171 I/IH(l)OpMaI_[I/II/I, a TaKXKe
TCXHUYCCKUX CPCACTB BU3YaAJIbHOI'O Ha6J'IIOI[€HI/I$I, CBs3HU U OXpaHHOﬁ CHUTHAaJIM3alluH.

Jist obecrieueHus bu3rIecKon 0e30macHOCTH KOMITOHEHTOB
WH(POPMAITMOHHBIX CHCTEM HEOOXOIMMO OCYIIECTBISATH PSI OPTaHU3AIMOHHBIX U
TEXHHYECKUX  MEPONPHSTHHA,  BKJIIOYAIOIMINX:  TPOBEPKY  00OpyJOBaHUS,

MpeIHAa3HAYCHHOTO /711 00pabOoTKH HH(POPMAIIHH, HA:

— HaJM4ue CHeHalbHO BHEIPEHHBIX 3aKIaIHBIX YCTPOUCTB;

— BBEJICHUE [ONOJHUTEIbHBIX OTPaHUYEHUN IO JOCTYIy B IOMEILEHUS,
npeaHa3HaYeHHbIE A7 XpaHeHHs 1 00paboTku nHGOpMaIny;

— 000pyZ0BaHHE CUCTEM MH(pOpMaTU3ALUU YCTPOICTBAMH 3alUTHI OT cOOEB
AJIEKTPONMUTAHUS U TIOMEX B JIMHUSAX CBSI3U.

TexHuyeckue cpeacTBa 3allUThI

Texuuyeckue (ammapaTHO-POTPaMMHBIE) MEpBI 3aIIMTHl OCHOBAaHBI Ha
UCTIOJIb30BaHUU PA3ITUYHBIX AJNIEKTPOHHBIX YCTPONCTB M CIEIUAIBHBIX MPOTPaMM U
BBIMOJIHSIOMINX (CAMOCTOATEIBHO WJIM B KOMIUIEKCE C APYTMMH CpPEJICTBAMU)
GyHKIUM  3amMThl  (MIAEHTU(QUKALKWIO U ayTEHTU(UKALUIO I0Jb30BaTeleH,
pasrpaHnYeHre JOCTyMa K pecypcam, perucTpaiuio COOBITUN, KpUNITOTpaduiaecKoe
3aKpbITHE WH(OPMALIUU U T.11.).

C yuerom Bcex TpeOOBaHMII M TPUHLMUIIOB oOecreyeHus: 0e30MacHOCTU
uHGOpPMAIIMH 110 BCEM HANPABICHUSIM 3aIUTHI B COCTaB CUCTEMBI 3AIIUTHI JOHKHBI
OBITh BKJIFOUEHBI CIICYIOIINE CPEICTBA!

— CpeACTBa pa3rpaHUYCHUS JOCTYTA K TaHHBIM;

— CpEeACTBA PETUCTPAllMU JOCTYNNa K KOMIIOHEHTaM HWH(GOPMallMOHHON
CUCTEMBI M KOHTPOJIS 32 UCIOJIb30BaHUEM UH(POPMALUH;

— CpeACTBa pearupoBaHMsl HA HapyHIeHUS pexuma HHPOPMAITMOHHON
0€30MacHOCTH.

Ha TexHuueckue cpencTBa 3alllUThl BO3JAraeTcsl pPELIEHUE CIETYIOIINUX
OCHOBHBIX 3a]1a4:

— UAeHTH(UKAUS U ayTeHTU(UKALHWS TOJIb30BaTeNIeld MPU MOMOIIN UMEH
WIH CTICIIUATBHBIX allllapaTHBIX CPEJICTB;

— perjaamMeHTalMs U yNpaBieHHE JOCTYIOM I0Jb30BaTele B MOMELIEHUS, K
(bU3NYECKUM U JIOTUYECKUM YCTPOUCTBAM;

— 3aluTa OT IPOHUKHOBEHUS! KOMIIbIOTEPHBIX BUPYCOB U Pa3pyLIUTEIbHOTO
BO3/ICICTBUS BPEJJOHOCHBIX IPOTPaMM;
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— perucrpanmsi BCEX JCHUCTBUM TMOJIB30BATENd B 3aIMIICHHOM JXypHale,
HaJIMYME€ HECKOJBKUX YPOBHEW PEruCTpaliy;

— 3alUTa JaHHBIX CHCTEMbl 3alIUThl Ha (ailloBoM cepBepe OT OCTyIia
[OJIb30BaTENNE, B UbM JOJDKHOCTHBIE OOS3aHHOCTH HE BXOAUT paboTa C
uH(pOpMaIU, HAXOASAIICHCS Ha HEM.

CpenctBa uaeHTUPUKAIIIN U ayTCHTU(DUKAINH MTOJIb30BaTeNei

B nensax mpenoTBpaieHuss paboTsl ¢ pecypcaMyd MH()OPMAIIMOHHBIX CHCTEM
MOCTOPOHHUX JIMI] HEOOXO0IMMO 00ECTIEYUTh BO3MOKHOCTh PACIIO3HABAHHMSI KaXKIOTO
JIeTaIbHOTO TI0JIb30BaTeNs (WK TPYIN Mojb3oBaTenei). g uneHtudukanuu
MOTYT IPUMEHSATHCS PA3IUYHOrO pojAa YCTPOMCTBA: MAarHUTHBIE KAPTOUKH, KIIOUH,
KJIFOUEBBIE BCTABKH, JUCKETHI U T.II.

AytenTudukarus (MOATBEPXKICHUE TMOMIMHHOCTH) IOJb30BATEICH TaKkxKe
MOKET OCYILIECTBIISATHCS:

— MyTeM TMPOBEPKH HAIWYHUS Yy TOIb30BATENEH KaKuX-IUOO CIenHUaIbHBIX
YCTPOUCTB (MAarHUTHBIX KapTOUEK, KIIFOUEH, KIIFOUEeBBIX BCTABOK U T.1.);

— IIyTeM MPOBEPKHU 3HAHUS UMH MTApPOJIEH;

— IIyTEM TMPOBEPKU YHUKATHHBIX (U3MUECKUX XaAPAKTEPUCTUK U MapaMeTPOB
caMuX I10JIb30BaTEJEH MPU MOMOIIY CHEIUATBHBIX OMOMETPUUECKUX YCTPONCTB.

CpencrBa pasrpaHAyeHus JO0CTyna

30HBI OTBETCTBEHHOCTH M 33Ja4l KOHKPETHBIX TEXHUYECKUX CPEACTB 3aLUTHI
YCTaHABIMBAIOTCSI HUCXOJs M3 KX BO3MOXHOCTEH UM  AKCIUIyaTallMOHHBIX
XapaKTEPUCTUK, OMMCAHHBIX B JOKYMEHTAIIMHU Ha TAHHBIE CPEJICTBA.

TexHnueckue cpeiacTBa pa3rpaHUUYEHUs] JOCTYIA JOJDKHBI 10 BO3MOXKHOCTH
OBITh COCTABHOM YaCThIO €IMHOM CUCTEMBI KOHTPOJISI TOCTYyIA:

— Ha KOHTPOJIUPYEMYIO TEPPUTOPHIO;

— B OTJEJbHBIC IOMELICHUS;

— K KOMITOHEHTaM WH(GOPMAIMOHHON CPEJbl U SJIEMEHTaM CHUCTEMBI 3aIUThI
[11n1 (pusnueckuii 10CTy);

— K MHQOPMALIMOHHBIM pecypcaM (JIOKyMEHTaM, HOCUTEISIM HH(POpPMAIINH,
(aiinam, Habopam JTaHHBIX, apXUBaM, CIPABKaM U T.1.);

— K aKTUBHBIM pecypcaM (IIPUKJIaJHBIM ITporpaMMam, 3ajiadam | T.11.);

— K ONEPAIlMOHHOW CHCTEME, CHUCTEMHBIM IIpOrpaMmaM MW IporpaMMam
3aIIUTHI.

CpenctBa o0ecrieueHuss U KOHTPOJIS LETOCTHOCTH

CpenctBa obecriedeHHsl LIETOCTHOCTH BKIIIOUAIOT B CBOM COCTaB CpEACTBa
PE3EPBHOTO KOMMPOBAHUSA, MPOTPaMMbl AHTUBUPYCHOM 3alllUThL, MPOTPAMMBI
BOCCTAHOBJICHHSI 1IETIOCTHOCTH OTIEPAIIMOHHOMN Cpeibl U 0a3 TaHHBIX.

CpenctBa KOHTPOJS UEINOCTHOCTH HH(POPMALMOHHBIX PECYpCOB CUCTEM
NpelIHa3HAYeHbl IS  CBOEBPEMEHHOTO OOHApy>KEeHUd MOAU(PUKAIMHU WU
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UCKaXEHUsI pecypcoB cucrteMbl. OHHU TO3BOJISIIOT O00ECHEUYUTh MPaBUIBHOCTb
(YHKIIMOHUPOBAHUS ~ CUCTEMBl  3alllUTBl M LEJIOCTHOCTh  XpaHUMOW H
oOpabateiBaeMoii HH(GOPMAIIUH.

KonTtpons mnenoctHoct wHGOpMaMKW U CPEACTB 3alIMUTHI, C IENBIO
oOecriedeHHss  HEM3MEHHOCTH  HMH(POPMAIMOHHON  Cpeapl,  OMpeAesIeMoit
IpeyCMOTPEHHON TEXHOJOTHEH o0paOOTKH, U 3alIUThl OT HECAHKIIMOHUPOBAHHOMN
MoupUKayu HHGOPMaLUU JOHKEH 00eCIeUnBaThCSL:

— CpPEACTBaMU pas3rpaHUYEHHs] IOCTyna (B MOMEIIEHUS, K JIOKyYMEHTaM, K
HOCUTEJSIM MH(OPMAIINH, K CEpBEpaM, JIOTHYECKUM yCTPOMCTBAM U T.I1.);

— CpEACTBAaMH 3JIEKTPOHHOM IOATMNCH;

— CpEIACTBaMM IMOJACYETa KOHTPOJIBHBIX CYMM (IS  HCIOJB3YEMOIO
IPOrpaMMHOT0 00ECTIeUeHUs).

CpenctBa onepaTUBHOTO KOHTPOJISI M PETHCTPAIN COOBITUI 0€30MacHOCTH

CpenctBa 0OOBEKTUBHOTO KOHTPOJS JOJHKHBI O0OECIeunBaTh OOHApYKEHUE H
pPETUCTpalii0 BceX COOBITHH (neficTBui moib3oBaTeneld, mombiTok HC/ m T.11.),
KOTOpBhIE MOTYT TOBJIEYh 3a CO0OW HapylieHHEe O€30MacCHOCTH M TPUBECTU K
BO3HUKHOBEHHUIO KPM3UCHBIX CHUTyaluid. AHaiu3 CcOOpaHHOM cCpeacTBaMu
peructpaiyu MHGOPMALMK MO3BOJISIET BBIIBUTH (DAKThl COBEPIICHUS HAPYLICHUH,
UX XapakTep, IOACKa3aTb METOJ €ro paccieJoBaHUs M CIOCOOBI IOMCKa
HapyluTensl M uchpaBieHus cuTyauuu. CpencTBa KOHTPOJIS M PErucTpanuu
JOJIKHBI IPEJOCTABIISITH BO3MOKHOCTH:

— BEJICHUS W aHalIM3a >KypHAJIOB PETUCTpaluu COOBITHUH 0e301macHOCTU
(CUCTEMHBIX KypHAJIOB);

— MOJY4YEHUs TBEPION Komuu (Me4yaTH) >KypHajla PErucTpalud COOBITHIA
0E€30I1aCHOCTH;

— YIOPSIIOYEHUS KYPHAJIOB, a TAKK€ YCTAHOBJICHUS] OFPAHMYEHUN HA CPOK
UX XpaHEHUS;

— ONEpPAaTUBHOTO OINOBEIICHUs aJMUHHCTpaTOopa 0e30MmacHOCTH MH(POpMaLuu
0 HApYyUICHUSIX.

[Ipu peructpammu  coObITHII  O€30MacHOCTH B KypHaJle  JOJDKHA
¢dukcupoBaTbes ciaenyromnas HHQpopMarus:

— JlaTa U BpeMs COOBITHUS;

— HUICHTH(PUKATOP CYOBEKTa, OCYIIECTBISIIOIIETO PETUCTPUPYEMOE ICHCTBUE;

— JieficTBHE (THUIT JOCTYTIA).

6.13. KoHTposb 3pPeKTUBHOCTH CUCTEMBI 3aIUTHI

KonTponb 3 pexTuBHOCTH 3aIUThl HHPOPMAIIUN OCYIIECTBISETCS C LENbIO
CBOEBPEMEHHOT'O BBISBJICHHMSI M MPEIOTBPALICHUS YTEUKU HHPOpPMAIMM 32 CYET
HECAaHKIIMOHUPOBAHHOTO JOCTYIAa, a TaKXke NPeaynpekIeHus BO3MOMKHBIX
CHEIMANbHBIX BO3CHCTBHI, HANMpaBIEHHBIX HAa YHUYTOXEHHE WH(OpMAINH,
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paspyuieHue cpeiactB  uHpopmaTuzanuu. KOHTpPOJb  MOXET IMPOBOIUTHCS
MIPUBJICKAEMBIMU JJISI 3TOW LIEJIM OPTraHU3aLMUsMU, UMEIOIMMHU JIMICH3UIO HA 3TOT
BUJ IE€ATCIbHOCTH.

Onenka »¢dexTuBHOCTH Mep 3amuThl HHQOpPMAIMK TPOBOJUTCS C
UCIIOJIb30BAHUEM TEXHUYECKUX WU IMPOrPAMMHBIX CPEICTB KOHTPOJIA HA INPEIMET
COOTBETCTBUS YCTAaHOBJICHHBIM TPEOOBAHUSM.
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